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Who we are

Siege

Company Privately held R&D company with offices in Manchester (NH), Reston (VA)
and Rome (NY)
Focus Computer Security, Information Operations, Information Warfare, CNO
What We Do Advanced System Testing / Red Teaming, Defense Engineering,
Software Dev & Analysis, Code Analysis / RE , Special Application Support

Accenture

Company Global management & technology consulting & technology outsourcing
company. Cyber Security Research Group based in Reston (VA)
Focus Cyber Security Group Enterprise, Infrastructure & App. Security, Data
Protection and Privacy, Smart Grid Security
What We Do Security Research / Data Analytics / Controls / Enterprise Governance
Risk and Compliance / High Performance Security Operations

Johns Hopkins Information Security Institute

Educational Institution NSA IA CAE & charter member of I3P in Baltimore (MD)
Focus Research and study of issues related to information security and assurance,
including technology, privacy, strategic management and other emerging fields.
Research Preparedness and Catastrophic Event Response (PACER), Reliable, Auditable,
and Transparent Elections (ACCURATE), RFID Security, NIDS, HIDS
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Talk Roadmap

Status Quo

Blacklisting Deadend Detection of interactive malcode at least in complexity class

NP
NP

NPoracle

oracle [JF08] & infeasibility of modeling malcode [YSS07]
Validation Lacunae Meta-survey of ninety security papers between 1981 and 2008
showed that quantified security was a weak hypothesis because of lack of validation
and comparison against empirical data [Ver09]

Focus on Mission Assurance (MA)

Impact on Mission What matters is not attack agent identification per se
Analogy Doctor gives antibiotics for bacterial infection after measuring fever and
noting headache. Primary effort is not identification of bacteria. Doctor continues to
measure your fever and appetite (our MA metrics) to gauge effectiveness

MIssion Assurance Through Adaptive Network Defenses

Approach Continuously measure MA indicators (security properties) to gauge the
network’s mission state. When thresholds reached, optimization problem is solved to
identify appropriate host and network defenses (security controls) given parameters
(attacker efforts) and constraints (cost and mission assurance bounds)
Components Discrete Event Simulation System (ExtendSim); ExtendSim library
(MESA); Excel Linear Programming Add-On (Solver)
Tie-in Communication between ExtendSim and Excel via macros
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Related Work

Mission Essential Functionality [PRAS10]

Conceptual framework Goal is detection of MEF degradation with runtime support
for mission assurance in terms of Quality Of Service and Information Assurance criteria.
Comparison Our work also defines metrics, measures them, and implement a
quantitative, optimization-based mission assurance framework.

LANL FRNSE (Framework for Responding to Network Security Events) [DL08]

Automated responses Looks for evidence of threats to enterprise network and
responds. One goal is substituting scripts for low level security analysts.
No cost consideration Detect and respond to all threats to enterprise
Comparison Our work engages defensive adaptations that maximize Mission
Assurance within the available resource budget.

QRAN [Bil03]

Quantitative Risk analysis and Management risk induced by vulnerabilities
present in non-malicious software.
Goal Snapshot of constitutive software on the network, assess fault/exploit risk, and
manage that risk by rank ordering reduction measures subject to cost, functionality and
risk tolerance constraints
Comparison Our work measures effects of realized attacks, not risk potentiality of
vulnerabilities. We use a similar optimization formulation.
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Mission (or Purpose) of Network

Figure: NIST Smart Grid - A domain is a grouping of actors that has similar objectives and rely on
similar systems.Within these network domains, we measure mission assurance indicators (security
properties) on actors as we optimize for defenses (security controls) given parameters (attacker
classes) and constraints (cost and mission assurance bounds).
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Mission Assurance: Attack Effort

Security Properties

Assuring Security properties In our
framework akin to assuring mission.
CIA MA properties include availability
(ability to use information/resources),
integrity (prevention of unauthorized
changes), confidentiality (concealment of
information)
FRAUPUD More properties include
authenticity (identification and assurance of
origin), freshness (non-replay of stale data
and commands) and non-repudiation (proof
of responsibility).

Attacker Classes

Attacker Differentiation Opportunistic,
Hobbyist, Organized Crime, Nation State,
Malicious Insider.
‘Efforts’ General placeholder, includes (but
needn’t be limited to) person-hours invested,
technical resources marshaled and drive

Figure: A notional Mission Assurance Curve.
Mission assurance (MA) decreases as attacker
efforts increases. Attacker effort serves to separate
increasingly hardier attack classes (1)-(5).
Purpose of defenses is to keep Mission Assurance
high vis-à-vis all or subset of attacker
classes/efforts.
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Mission Assurance: Marginal Loss

Figure: Differentiating attack impact over time on Mission Assurance



Overview Related Work ACND Discussion Future Work Sources

Modeling and Optimization Framework

Commercial Discrete Event Simulation System: ExtendSim

Commercial ExtendSim
Use Create model network topology and model operation and
reporting UI

ExtendSim library: MESA

Free MITRE library
Use Modeling higher level modeled network artifacts (nodes,
services, links)

Excel-hosted Linear Programming Add-On: Solver

Commercial Frontline Solvers provides built-in LP in Excel
Tie-in Macro to invoke optimization from model
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Model in MESA

Figure: Simplified MESA-ExtendSim model of Smart Grid. Only some actors and domains are
shown. Within network domains, we measure mission assurance indicators (security properties) on
actors as we optimize for defenses (security controls) given parameters (attacker classes) and
constraints (cost and misfxsion assurance bounds).
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Optimization: Defenses, Attack Classes, Costs

Defense Options Description
watermark hashtag data
blackhole change network routes
honeynet add subnets
encrypt add network encryption
SESRAA[LCSC08] active denial
signature enable whitelisting
randomize change environment
timestamp timestamp packets
data poison mutate data
failover add hosts

Attack Effort Description
Opportunistic Quasi-random attack
Hobbyist Low skills (no strong in-

centives)
Mafia Med. skills (fincl inctvs)
Nation-State High skills (natsec inctvs)
Malicious-
Insider

Abuse of insider trust
(financial, ideological or
personal motives)

BIP formulation

max
x

X

s

X

i

αiA
(s,i)~x

A
(s)~x ≥

−→
MArhs

C~x ≤
−−→
Costrhs

x ∈ {0, 1}n

X

i

αi = 1

Cost Item Description
configuration deploying defenses
acquisition delivering defenses
maintenance updating defenses
opportunity ‘road-not-taken’
utilization negative impact
transition ‘swap’ costs
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Optimization: Formulation

D (m-by-n-by-e) MA effectiveness of defenses against attacker classes.

A
(s) (m-by-n subspace of D) MA effectiveness of defenses against subset of

attackers selected by f : D → A(s)

A(s,i) subspace of A(s) denoting attacker domain of interest selected by f

C ( c-by-n) denoting cost associated with defense responses

MArhs minimum total mission assurance to maintain
Costrhs maximum total costs allowable
αi relative weight of the mission assurance metrics

x (n-by-1) indicator vector solution ~x for set of defense responses to be actuated

BIP formulation

max
x

X

s

X

i

αiA
(s,i)~x

A
(s)~x ≥

−→
MArhs

C~x ≤
−−→
Costrhs

x ∈ {0, 1}n

X

i

αi = 1

n # defense responses to optimize over
e # attack classes of interest
m # mission assurance metrics of interest
c # cost factors to be considered

Solving: MS Excel & Solver plugin

Complexity BIP class generally NP-hard.
However, since MArhs and Costrhs plausibly
integer valued, efficiently solvable by
transforming C and A

(s) into TUMs [MTA81]
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Sample Run: Excel

Figure: A BIP solution in MS Excel with notional data. Given MA lower bounds of 4, cost upper
bound of 8000, and all attacker efforts, every defense except timestamp selected.
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Simulation traces before and after defense actuation

Figure: MA measured before defense actuation
Availability plot (upper left) shows measured service
processing time (decrease at t = 3). Confidentiality plot
(upper right) shows suspected data leakage overtime (in
KBs). Integrity plot (lower left) shows sensor readings for
a named sensor (blue line) and a count of the number of
sensors with abnormal readings (red line).

Figure: MA measured after defense actuation
Three simultaneous defenses (signature, blackholing and
watermarking) activated. Increased assurance level
measurements across the confidentiality, integrity and
availability security properties
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Refinements: Thresholds

Figure: Household power consumption. Load factor (maximum power compared to mean value)is
0.06. Data from [NA99].

Effect-based Anomaly Detection

Defense Actuation triggered by deviation from baseline Mission Assurance levels
Thresholds based on residential electricity time use series [WLV+09]
Fluctuation patterns consumption patterns fluctuate greatly within daily activity
periods [FSL01, TPCC10].
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Refinement: Realistic Activity Patterns

Figure: Measured time series data (2 weeks, 1 minutes sampling, resolution 10 minutes) and
Markov model of one household [WW10]

Multi-state non-homogeneous Markov chain activity models [WW10]

Idea Identify anomalies through n-tuple (rather than just one) thresholds and
by accurately modeling household consumption through multi-state
non-homogeneous Markov chain activity models
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Lessons

Mission Focus Primacy MA determinations based on combination
of security-based data (IDS, SIEM, etc.) and core enterprise data
Domain Both head-end and consumer-end

Future Work and Improvements

Integration Improve tie-in between model & Excel optimization
Automate Improve automation of reaction to detected threats
Realism Improve MA effects across defense types, threat classes and
threat severity
Expand Include commercially available security tools and explore
other application domains, both commercial and government
Deployment Instrumentation on real enterprise networks
Write Full research paper
Collaboration Find R&D partners and opportunities

Thank you

Thank you for your time and the consideration of our work.
We appreciate being back at the CSIIRW in beautiful Tennessee ⌣̈
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