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Talk Roadmap

Ideas

Concepts nth order attacks, end/ancillary systems
Etiology via Highly Optimized Tolerance (HOT) processes [CD99]

Concrete Examples

Societal Infrastructure Estonia 2007 [Cen08]
Business Model Bagle worm [Com07a]
Human Operator SATAN malware [BD06]

Analysis and Remediation

Requirements for analytical framework
Examples BLMDP [BB03], DRBD [DP09], Holodeck
Remediation approaches Assumption mutation [Zuq02] [Lei07],
entropic control [KK89], chaotic control [OS95]

Epilogue

n th order threats ahead
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nth Order Cyber Warfare: Objective and Objects

Objective

Induce instabilities in mission-sustaining ancillary systemsthat
ultimately degrade, disable or subvert end system

Systems

De�nition A whole that functions by virtue of interaction between
constitutive components. De�ned by relationships . Components
may be other systems. Key points: Open, isomorphic laws
Nature Technical, algorithmic, societal, psychological, ideological,
economic, biological and ecological possible
Examples Memory resource allocation, throughput control,
manufacturing, visualization environments, social welfare systems,
human networks, power generation/transmission/distribution, voting
systems, data/goods supply lines, reputation management,entropy
externalization, business models and economic systems
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nth Order: System

Figure: Simpli�ed artistic illustration of Bertalan�y's General S ystems Theory [VB50]

Salient Properties

De�nition A whole that functions by virtue of interaction between
constitutive components. Components may be other systems
Nestedness and Openness May be composed of and in
uenced by
other systems
De�ned by relationships; primacy over objects. Structural simila-
rities across domains with likely correspondence of governing
behavior
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End System Illustration: Network IDS

Figure: Abstract View of an Network Intrusion Detection System

Mission-Sustaining Ancillary Systems and Their Functions

Control negotiates data between sensors, analysis, database and
decision/response engine
Visual displays events and remediation options
Human Operator interprets happenings; make non-automated
decisions
Entropy Externalization cleans out accumulation of data
Business Model governs pro�t model, signature update cycles
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nth Order: Ancillary System

(a) Embedding: Business Model (b) Embedded: Human

Salient Properties

Mission-sustaining with respect to an end system; may be
embedded in or encompass end system
Nestedness and Openness Being a system, may in turn also be
composed of and in
uenced by other ancillary systems
Span di�erent scales and varying orders of complexity
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Example of Embedded Ancillary System: Human
Operator

Subsystems of Human Operator

Control Reasoning (cognitive
dissonance, unconscious intelligence
[Gig07] etc), physiological
mechanisms (hormone secretions
regulating sleep, hunger etc)
Visual subsystem subject to
parameters (color spectra, angular
resolution etc)
Human Operator subsystem
include coworkers, friends, polity,
family
Entropy Externalization physical
(waste) and psychological (stress
relief through exercise, diary, art,
phoning etc)

Figure: Decomposition of embedded Human
Operator subsystem. Embedding system (dashed
rectangle) is NIDS
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Example of Embedding Ancillary System: Business
Model

Subsystems of Business Model

Control consists of corporate
governance, union in
uence, mission
statement, and legislative regulations,
Visual includes accounting standards
(IFRS), dress codes, marketing
(corporate image, advertisements etc)
Human Operator stockholders,
consultants, company workers,
consumers, management, competitors
Entropy Externalization o�-set
losses to subsidiaries, third-tier
rebranding of slow-sale products,
`poison pills' for hostile takeovers,
corporate fusion plans

Figure: Decomposition of embedding business model
ancillary system. Embedding system (dashed
rectangle) is economic environment (e.g. free market
economy), which in
uences setup (tax codes,
corporate structure, sales channels, liquidity etc)
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nth order attack against NIDS

De�nition (An n th order attack)

indirectly degrades, disables or subvert an end system by targeting
one or more mission-sustaining ancillary systems

Ancillary Systems And Possible Attacks

Control DoS attack against the response/decision engine, supply
fake/poisoned data to analysis engine
Visual overwhelm screen resolution by massive tra�c
Human Operator generate false positives for weeks at 3am,
overwhelm cognitive abilities through massive tra�c [Con0 5]
Entropy Externalization raise ambient temperature by clogging air
vents to cause shutdown

Why do attacks succeed?

Fundamentally, attacks work because theyviolate assumptions
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Systems, Attacks and Assumption Violation

Assumptions

Attacks work because theyviolate assumptions
Finite (i.e real life engineered or evolved) systemsincorporate
implicit/explicit assumptions into structure, functionality, language
Systemgeared towards `expected', `typical' cases
Assumptions re
ect those `designed-for' cases

Examples of Attacks and Assumption Violations

Man-in-Middle Attacks Identity assumption violated
Race Condition Attacks Ordering assumption violated
BGP Routing Attacks Trust assumption violated
Strategic Voting Attacks `Honest' voter assumption violated [Pou08]

Generative Mechanism and Assumptions

Optimization process incorporating tradeo�s between objective
functions and resource constraints under uncertainty
Someassumptions generated by optimization process
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Optimization Process: Highly Optimized Tolerance

HOT Background

Generative �rst-principles approach
proposed to account for power laws
P(m) s m� e� m

kc in natural/engineered
systems [CSN07, CD00]
Optimization model incorporates
tradeo�s between objective functions and
resource constraints in probabilistic
environments
Used Forest, internet tra�c, power and
immune systems

Pertinent Trait

Robust towards common perturbations,
but fragile towards rare events
Inducing `rare events' in ancillary
systems is goal of nth order attack

Probability, Loss, Resource
Optimization Problem [MCD05]

min J (1)

subject to

X
ri � R (2)

where

J =
X

pi l i (3)

l i = f (ri ) (4)

1 � i � M (5)

M events (Eq. 5) occurring iid with probability
pi incurring loss l i (Eq. 3)
Sum-product is objective function to be
minimized (Eq. 1)
Resourcesri are hedged against lossesl i , with
normalizing f (ri ) = � log ri (Eq. 4), subject to
resource boundsR (Eq. 2).
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HOT, Assumption and Attack Example: BO

Discussion HOT- Executable
Bu�er over
ows if input > 8 bytes !
assumption violation
Executable generation Posit two distinct,
domain-speci�c HOT processes that generate
assumption

1 Human Best-practice development
techniques with con
icting objective
function and resource constraints:
Evolvability vs speci�city of system,
functionality vs code size, debugging
time vs time-to-market etc

2 Compiler Cost function include
memory, execution cycles, and power
consumption minimization; constraints
involve register/ cache line allocation,
opcode sequence, ALU/ FPU/core
utilization etc

Figure: Mapping PLR model to C program:
Probabilistic environment is user. Input from
gets()represents event fromM. Resourcer
allocated by human/compiler is 8 byte bu�er
(char bu�er[8]).
As long as input � 8 bytes, resourcer is
minimally su�cient ! normal control 
ow.
If input > 8 bytes, catastrophic failure
(strcpy(bu�er,gets())over
ows), loss function
takes huge step jump! crash, shellcode
execution
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Pulling it together: HOT and nth order attack

Reduction-of-Quality Attack [GB05, GB07]

1st or 2nd order degradation attack;
targets adaptation mechanisms of
network protocols
M.o. non-DoS, low-bandwidth tra�c
maliciously optimized against admission
controllers and load balancers
Forces adaptive mechanism to
oscillate between over- and under-load
condition ! degrades end system
performance
Assumption violation `Normal tra�c'
requests
Rare event RoQ attack's� requests per
second for burst time t (shaded) repeated
over period T constitutes `rare event'
which adaptation system not expected to
handle well

Figure: Oscillation between high system
steady state ratex� and lower system steady
statey� .
Assume system services requests at a high
steady state ratex� , thanks to its adaptation
subsystem that seeks to optimize service rates.
RoQ attack (burst timet shaded) push system
from x� , which then slowly convergences at
rate � to lower steady statey� . Since attacks
ceased, after some time, system able to
converge at a higher rate� back to x� .
Optimized RoQ attack begin anew, forcing
system to oscillate betweenx� and y� , thereby
degrading end system performance
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Business Model Attack: Bagle Worm

Background

Email-born worm , �rst appearance in January 2004
Prevalence Among the top 15 malware families found in wild
2006/2007 (15%), 2009 (2-4%)

Pertinent Modus Operandus

Server-side metamorphic , outsourced engine [Com07b]
High variant-low instance release (10s of instances per variant)
30,000 distinct variants, 625 average variants per day (01-02/2007)

4th Order Attack: AV Economic Cost Structure (ROI)

0 th order Vulnerable program on the end system

1 th order Host or server-based AV

2 th order End point of AV signature distribution system

3 th order Start point of AV signature distribution system

4 th order Economic incentives (ROI) of AV companies



Introduction Concepts Examples Analysis and Remediation Epilogue Addenda Sources

Bagle's Strategy Illustrated

Figure: Bagle worm's low instances per variant. Figure from [Com07a]

Assumption Violation: Su�cient ROI

Premised on ROI Cost-e�ectiveness of signature development by
high-cost analysts
Ancillary System AV business model designed for more `typical'
case of high-count, low-variance malware
Rare Event Rapidly mutating, low-count malware instances
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Societal Infrastructure Attack: Estonia 2007

Background: Two-phased Denial of Service Attack

1 04/27/07 - 04/29/07 knocked out government web servers, news
sites, some web defacements

2 04/30/07 - 05/17/07 botnet DoS (178 countries)at critical
infrastructures : Banks, neuralgic ISP routers, gov portals

Pertinent Modus Operandus

DoS tra�c Predominantly ICMP and TCP SYN tra�c
100 Mb/s peak aggregate bandwidth

4th Order Attack: Embedding System

0 th order Control (psychological, physiological)

1 th order Human Operator

2 th order Business (supermarket)

3 th order Financial (bank)

4 th order Information Infrastructure
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Estonia Attack Illustrated

Critical Infrastructure Targets in Second Phase (May 2007)

Attacks Destination Owner Description
35 195.80.105.107/32 pol.ee (now politsei.ee) Estonian police
7 195.80.106.72/32 www.riigikogu.ee Estonian Parliament
36 195.80.109.158/32 www.riik.ee,

www.valitsus.ee
State communication entry portal,
Estonian Government

2 195.80.124.53/32 m53.envir.ee Ministry of the Environment
4 213.184.50.6/32 Estonian CERT
6 213.184.49.194/32 www.agri.ee Ministry of Agriculture
35 213.184.50.69/32 www.�n.ee Ministry of Finance
1 62.65.192.24/32 starman.ee Private telecom provider

Table: 128 DDoS attack; ICMP (115), TCP SYN (4), generic (9). Most serious 10 attacks: 10+ hours
at 90 Mb/s. Peak on May 9: Attack shut down 58 sites at once. Data from Nazario (Arbor Networks).
Admitted culprits members of Kremlin-created Nashi youth group (FT 03/11/2009)

Assumption Violation: Civilized Settling of Disputes

Premised on no `Total War'
Ancillary System Embedding electronic infrastructure
Rare Event DoS tra�c, attempt to induce comprehensive societal
paralysis
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Human Operator Attack: Satan Malware

Background

Gedankenspiel Conceptual malware [BD06]
Technically relatively simple Trojan

Pertinent Modus Operandus

Faust's pact with Mephistoteles W sends program to Z, promising
powers: Remotely browse X's hard disk, read emails between X& Y
Program delivers, but surreptitiously keeps log of Z's activities
and rummages through Z's �les
After incriminating evidence gathered, program uses threats and
bribes to get Z to propagate itself to next person

1st or 2nd Order Subversion Attack: Psychological System

0 th order Computer System

1 th order Human Operator

2 th order Psychological Ancillary System
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SATAN Strategy Illustrated

Astounding Innovation: Symbiotic Human-Machine Code

Malware code induces `production' of more complex human
code (propagation module)dynamically
Invokes generative `factory routines' evolutionary and social

Artful Leveraging of Human Operator Subsystem

Psychological Appeals to mix of neutral (curiosity, risk) to base
(greed, lust for power) instincts, pressures using full gamut of shame,
fear, cowardice and cognitive dissonance
Cognitive Control Do a harmful thing convincingly
Human Operator Harness own human operator subsystem to
exploit human trust relation

Assumption Violation: Friend Loyalty

Premised on Trust Friends do not intentionally harm one another
Ancillary Systems First psychological to entrap, then rational
subsystem and human operator subsystem to propagate
Rare Event Intentionally put in harm's way by friend
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Analysis Framework

Properties of Candidate Theoretical
Framework

1 Notion of evolving system
state , since systems dynamical

2 Notion of cross-dependencies ,
since systems open and coupled

3 Dependencies must includeties
to assumption violations to
propagate e�ects between
systems

4 Dependencies'impact on system
state quantitatively measurable

5 Reasonable modeling
correspondence between system
elements and formalism

Figure: Network of Critical Infrastructure. Picture
from Sandia [Gra08, p.12]
Fair question for candidate framework:
How much power will we lose for how long if we
degrade the communications infrastructure's
performance by 20%?
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Candidate Analytical Framework: Boolean Logic
Driven Markov Process

Background

Classic Fault Tree Analysis unsuitable
component dependencies
BLDMP generalization of Dynamic
Fault Tree [BB03]
Grounded in reliability formalism

Pertinent Properties of BLDMP

Correspondence Combines low-level
global Markovian state space evolution
with a higher level FTA
Dynamics Associates Markov process to
each FT leaf
Dependency Introduces notion of
`trigger' via new gate

Figure: A BLDMP (F , r, T, ( Pi )) consists
multi-top coherent fault tree F , main top event
r, set of triggers T, set of `triggered' Markov
processesPi associated with leaves ofF
(denoted by the red dashed line), and two
categories of state forPi , normal and failure that
are triggered via appropriate transfer functions.
Picture from [Bou07]
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Candidate Analytical Framework: Dynamic Reliability
Block Diagram

Background

Canonical Reliability Block Diagrams also
unsuited for component dependencies [DP09]
DRBD generalization of RBD [RH04]

Pertinent Properties of DRBD

Focus on reliability interactions load/share,
interference, common-cause failures
Introduces basic dependency `building
block' can be combined to model any dynamic
behavior [DiS09]
Correspondence RBD formalism, easy to read
Dynamics Notion of time variant, event
sequence
Dependency Possible with dependency blocks

Figure: DRBD: State and Event Machine

Figure: DRBD: Dependency building block.
Basic building block for modeling dynamic
reliability aspects.
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Example of Practical Analysis Framework

Figure: Holodeck fault injection framework GUI

1st/2nd Order Attacks Against Software Application

Create resource starvation situations a�ecting ancillary systems such as
memory, hard disk, network bandwidth
Trigger error handling ancillary system by data poisoning such as
corrupted resource �les/network streams, unexpected API return values
Error handling notoriously brittle Miller (programs), Clarke (sociology)
[MFS90, MCM06] [Cla99]
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Remediation: Possible Approaches

Control Assumptions and State Evolution

Positedetiology of nthorder attacks HOT-induced assumption
violation . Can we ..

1 Mutate assumptions?

2 Prevent learning of assumptions?

3 Return a system back to stable state?

Control Approach: Examples

Assumption mutation SYN Cookies [Zuq02] (static), Akamai
load-balacing [Lei07] (runtime)
Entropy control Borrow methods from thwarting side channel
attacks (infer a system process' state through leaked observables
Ex: EM radiation, sound, protocol return values etc
State control Leverage chaotic system systems control, since systems
likely to exhibit chaotic, non-linear behavior due to feedback
Ex: OGY injects perturbations into system when unstable, `nudging'
chaotic system back to stable state [OS95]
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Concluding Thoughts

Achilles Heel of Open Societies

Societal Trust Historical `high-trust' societies (like the US) leverage
wide-circle (beyond family ties) trust assumption to form e�cient,
optimized civic and economic organizations [Fuk96]
Deeply ingrained trust subsystem permeates every facet of open
societies
Very easy assumption to violate for malicious actors

nth Order Threats Ahead

Broad-spectrum system subversion Radical Islamist's calculus
[Sal07]
Assassin's Mace People's Republic of China PLA war doctrine [Pil98]
New class of `Total War' EMP attack against electricity grid [Gra08]

Thank You

Thank you very much for your time and consideration of these ideas
and for the opportunity to speak at the CCDCOE Cyber Warfare
Conference '09 in Tallinn •̂
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Al Qa'ida Economic Warfare
The Islamic nation has entered through al-Qa`ida's war withAmerica a new period that is di�erent
from all the other periods experienced by Muslims against their enemies. This period is based on
economic war due to the peculiar nature of the adversary in this ferocious battle. Usually, wars are
based on military strength and victory belongs to those who are militarily superior on the
battle�eld...But our war with America is fundamentally di� erent, for the �rst priority is defeating it
economically. For that, anything that negatively a�ects its economy is considered for us a step in the
right direction on the path to victory. Military defeats do not greatly e�ect how we measure total
victory, but these defeats indirectly a�ect the economy which can be demonstrated by the
breaching of the con�dence of capitalists and investors in this nation's ability to safeguard their
various trade and dealings [..]Any operation targeting an area of infrastructure in a new
country that does not have a history of countering these oper ations is considered as bleeding
(exhausting) to the greater enemy America and the targeted n ation itself. It is so because
these nations will be required to protect all similar potent ial targets which results in
economic exhaustion (bleeding)... For example, if a hotel t hat caters to western tourists in
Indonesia is targeted, the enemy will be required to protect all hotels that cater to western
tourists in all countries which may become a target of simila r attacks. You can say the same
thing about living residences, economic establishments, e mbassies [..]
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EMP Attack Electricity
The functioning of society and the economy is critically dependent upon the availability of
electricity. Essentially every aspect of American societyrequires electrical power to function.
Contemporary U.S. society is not structured, nor does it have the means, to provide for the needs of
nearly 300 million Americans without electricity. Continued electrical supply is necessary for
sustaining water supplies, production and distribution offood, fuel, communications, and everything
else that is a part of our economy. [..]No infrastructure other than electric power has the
potential for nearly complete collapse in the event of a su�c iently robust EMP attack [..]
Large-scale load losses in excess of 10 percent are likely atEMP threat levels. Instantaneous
unanticipated loss of load, by itself, can cause system collapse. This is possible at 1 percent loss,
and is very likely above 10 percent [..] Should the electrical power system be lost for any substantial
period of time, the Commission believes that the consequences are likely to be catastrophic to
civilian society. Machines will stop; transportation and communication will be severely restricted;
heating, cooling, and lighting will cease; food and water supplies will be interrupted; and many
people may die.
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A PLA position

We can make the enemy's command centers not work by changing
their data system. We can cause the enemy's headquarters to make
incorrect judgments by sending disinformation. We can dominate the
enemy's banking system and even its entire social order.
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Manufacturing Attack: IC Malware

Figure: IC Manufacturing process. Picture from [DAR07]

DARPA BAA07-024

Determine whether IC manufactured in untrusted environment can be
trusted to perform just operations speci�ed and no more
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Malicious IC: Write enable on Trigger

Figure: Picture from [DAR07]. 09/06/2007: Israeli strike against Syrian nuclear reactor. Was a
hardware kill switch used to disable air defense and radar systems? Precedent: Exocet missiles in
1982 UK-Argentine Falkland war
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